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Internet Performance Measurement

Introduction 

The rapid growth and mission-critical use of the Internet for e-commerce have made performance measurement an essential service for web sites.  Keynote Systems has found that the majority of problems that users experience when accessing web sites occur outside the web server.  Many of these problems involve the backbone networks and the peering points between them.  Typically these problems can only be detected with an outside view of the web site.

Keynote Systems is uniquely positioned to provide this outside view as the leader in web-site performance measurement.  Keynote has deployed measurement agents in over 50 locations worldwide on all major backbone networks.  These agents measure your web site from the outside looking in, so they have the same perspective as users on the Internet.  The Keynote agents are both geographically and topologically dispersed so they can detect problems that you would not otherwise know about and help you to isolate their source.  This paper explains how network engineers and system managers can use Keynote measurement data to diagnose problems affecting your web site and to improve web performance.

Keynote Data and Tools

Keynote’s service provides near real-time data so you can recognize problems quickly and isolate their source.  Generally there are two categories of problem diagnosis: diagnosing, in real-time, unforeseen events that happen on the Internet, and analyzing current performance to understand how it can be improved. Both types of analysis are discussed in this paper.

Keynote’s product strategy for delivering and viewing data focuses on these two types of analysis.  Diagnosing real-time unforeseen events is done through a web based viewer and alarm service.  This provides notification of problems and a simple way to view data quickly from any PC connected to the Internet.  Analyzing data is done with a stand alone application, Professional Edition, that downloads data and allows users to quickly manipulate and analyze the data, looking for historical trends or changes in performance.  

Methodology

Keynote’s measurement agents are the foundation of the Keynote Perspective service.  Keynote agents run on NT computers co-located at regional network providers around the world.  Each of these network providers is an ISP, backbone provider or web-hosting company with at least T1 access to the Internet.  Many of these agents are located with providers who access the Internet via T3 connections from multiple backbones.

The agents measure a list of target URLs at regular intervals.  There are two types of measurements, benchmark page or full page measurements.  Benchmark pages consist of a single file download where none of the images embedded in the page are downloaded.  Full page downloads consist of the html page along with all the component images.  Each measurement consists of an HTTP GET request, not a ping, of a page or other object on a web server.  The measurement starts when the GET request is made and ends after the page is downloaded. Starting in Q4 1998 the agents will keep track of various components of the download time in addition to the round trip time.  The following table outlines the details of the two different measurements.

Measurement Details

	
	Benchmark Page
	Full Page

	Standard Measurement Interval
	15 minutes
	1 hour

	Component 1
	DNS
	DNS

	Component 2
	TCP Connection Setup
	TCP Connection Setup

	Component 3
	HTTP GET: Time to first byte
	HTTP GET: Time to first byte

	Component 4
	Redirects if any
	Redirects if any

	Component 5
	html page download
	html page download

	Component 6
	--
	All images and frames


Measurements are reported in near real-time to Keynote’s database in San Mateo.  In the event that the agents are unable to report a measurement they will store the measurements locally until they are able to connect to the database.  For benchmark pages, the agents can download any file specified, including GIFs.  Normally an html file is used as the target object. Doing both types of downloads provides information that can be used to diagnose network or HTML content problems.

Error Conditions

Whenever a page download completes successfully its measurement time is saved in the database.  Whenever a Keynote agent fails to download a page, it reports an error code to the database.  There are two categories of error codes: HTTP codes that are reported in the HTTP header, and all other error conditions; such as a DNS error.  For example, an HTTP error code 404, page not found, would be saved as 404.  Errors such as a DNS error or a web-server connection timeout are stored as codes assigned by Keynote.

When a Keynote agent fails to successfully download a page or it begins a download and receives part of a page before timing out it will report an error code instead of the time it took to timeout.

If there are multiple servers for a particular URL the Keynote agent will download the page from whichever server is automatically assigned, just as an end user would.  This means that Keynote agents can be used to measure web sites using load-balancing systems like round-robin DNS.  To measure performance of a specific server in a farm of multiple servers Keynote agents can be given a URL with an IP address instead of a DNS name.

Keynote agents will follow redirects returned in an HTTP header from the server.  They will not follow a redirect refresh command or a redirect if a byte limit or calibration factor has been specified.

Agent Placement

Keynote Agents serve as a proxy for the online user population both geographically and topologically. Therefore there are more agents in larger metropolitan areas such as New York, Chicago, Los Angeles and San Francisco and, to accurately represent the networks to which end users are connected to, the largest number of agents are connected to the Internet via MCI, Sprint and UUNET.

Diagnosing Performance Problems Using Keynote

This section covers real-time problem diagnosis to isolate the source of a problem and to determine a solution.

Alerts 

Alerts can notify you by pager or email when performance deteriorates beyond a user defined threshold.  There are two components to performance alerts: response time and duration.  Response time is the time required to download a page.  Duration indicates how long the problem has been occurring.  You don’t want to be alerted when one city shows slow response time for a single download during a 15 minute interval.  You also don’t want to wait until every city shows slow response time for several hours before an alert is triggered.  A good rule of thumb is to set an alert to trigger when, during the last hour, more than 3 cities show response time 50% above your typical peak response.  You can determine your typical peak response time by creating a time graph for the week Monday to Friday.  Looking at the peak response time for each day, you will see that performance typically does not deviate by more than 10% from day to day.
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Alerts can be generated by Professional Edition, or you can create your own alert utility that accesses data through the Keynote Perspective API, called Embedded Perspective.  Once you have determined your alert threshold you can assume your web site is functioning within your performance parameters unless an alert is received.  When you receive an alert, Keynote data can help you determine the source of the problem and the appropriate response.

You diagnose a performance problem by analyzing data with Keynote Professional Edition.  Your goal is to eliminate possible sources of the problem in order to concentrate on a small list of possible problems.  There are five places for potential performance problems:

1. The Internet

2. Your Network Provider

3. Your link to the Internet

4. Your Web Server

5. Your Web Content

The first four areas are diagnosed using a fixed-size test file to keep the download size constant so that any performance changes you see are the result of  network or server fluctuations.  The fifth area, web content, is diagnosed by doing a download of either the default page, index.html, or a full page download.

Server and Link Problems 

The first step is to ensure that your server and its link to the Internet are working correctly. Both of these are under your control and can have the most catastrophic effects on performance.  Create a metro graph for the U.S. or world for the last two hours.  This will give you enough data points to smooth out any extreme measurements but still provide a recent picture of the problem.  This graph should compare the performance of your web site to the Keynote 40 which represents the average performance of 40 top Internet sites.  When Internet-wide problems occur they usually appear in the Keynote 40.  This graph will help you determine if your site alone or the entire Internet has a problem.  If performance of your site and the Keynote 40 are both high then it is likely that a problem on the Internet is affecting everyone.  Past events that have affected overall Internet performance include Microsoft’s release of Internet Explorer 4.0, outages at the MAE-West exchange, and holiday periods when overall performance usually improves.

If the Keynote 40 performance appears normal but your site is slow then either an Internet problem is affecting your site or your server itself has a problem.  Server and link problems affect everyone who connects to your site. You can determine if your server is the problem by looking at the number of metro areas that show slow performance connecting to your site.  If more than 70% of the metro areas show slow performance then you should immediately check your web server and its link to the Internet.  You should also see four data points per hour from each Keynote agent.  If data points are missing, as seen in the table view, then you know the agents cannot connect to your server consistently.
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Amsterdam agent shows only 140 successful connections rather than 192

Measuring the performance of more than one of your servers in the same location lets you compare their performance.  If both servers show slow performance then you should check your link first because a slow link will affect both servers.

Another useful comparison is to measure the performance of another web site that connects to the same backbone as your site and is geographically close to it.  If you discover that this other site shows adequate performance when your site is having a problem it indicates that the problem is either your server or Internet link.  If a site close to yours is also showing poor performance, then there may be a regional Internet problem or a specific problem with your network provider.

One way to estimate the delay due to your server is to look at the performance of the Keynote agent that is measuring the fastest and most consistent response time.  Your server delay is no worse than the response time measured by this agent is experiencing. 

The most accurate way to calibrate the delay due to your server and its link is to install a Keynote private agent adjacent to your web server.  This agent can measure response time without any of the delays of your link or the Internet.  Graphing the data from this agent with all the other measurements shows you how much delay from any city can be attributed to your server.
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Fastest agent, shown in green and to the far right, is only 2 hops from the web server

If your link and servers are both working well and the Keynote 40 shows normal performance, then there is a problem on the Internet that is affecting only you but not the Internet as a whole.  Possible problems with these symptoms include: DNS, routing flaps, backbone problems, peering problems between networks.

Internet Problems 

DNS

To check for DNS problems you need to measure performance by both DNS name and IP address.  As an example you could measure the same URL in the following two ways:

http://205.216.163.160/index.html
http://www.keynote.com/index.html
Graph the performance of these two URLs on one time graph to see if they deliver roughly equal performance.  The only difference between them should be the DNS lookup time.  Make sure your graph goes back enough hours to identify the problem.  Also graph both URLs on a metro graph to ensure that there are a similar number of data points for each URL in each city.  Missing data points could be DNS errors.  In a future release of Perspective, you will be able to graph DNS errors directly.

Routing Flaps

Routing flaps occur when routers on the Internet cannot agree on how a packet should be routed.  When there is a routing flap, your web site will be inaccessible for some period of time resulting in fewer data points in general and no data points from the agents affected by the route flap.  Look at a metro graph to verify that there are 4 data points per hour from each agent.  You can check if routing flaps are still occurring by doing a traceroute to your web site from the agents that have fewer data points.  Keynote provides traceroute gateways on each agent to let you check the route from the agent to your site.  The traceroute below shows a routing flap where packets are being bounced between the MAE-East and MAE-West peering points.

1 gate-keynote.keynote.isi.net [204.71.192.129] 
2 isi_rtr [206.251.0.5] 
3 fe0-0.cr1.NUQ.globalcenter.net [205.216.146.77] 

4 fe4-0.cr3.NUQ.globalcenter.net [206.251.1.3] 
5 pos1-0.br4.SJC.globalcenter.net [206.251.0.38] 
6 mae-west.visi.net [198.32.136.109] 
7 maeeast-atm51.dc.visi.net [206.246.247.145] 
8 maewest-atm21.pa.visi.net [206.246.247.146] 
9 maeeast-atm51.dc.visi.net [206.246.247.145] 
10 maewest-atm21.pa.visi.net [206.246.247.146] 
11 maeeast-atm51.dc.visi.net [206.246.247.145] 
12 maewest-atm21.pa.visi.net [206.246.247.146] 
13 maeeast-atm51.dc.visi.net [206.246.247.145] 
14 maewest-atm21.pa.visi.net [206.246.247.146] 

Example of a routing flap between MAE-East and MAE-West

Backbone Problems

A backbone problem occurs when one of the many networks that comprise the Internet is having an internal problem.   In these cases Keynote agents located on the troubled backbone will show slower performance.  You can zoom in on these problems either with a backbone graph or by looking at the metro areas with the worst performance and then checking Keynote’s online list of agents to see what backbone they are on.
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Example graph showing performance by backbone

Backbone Peering Problems

Network peering points are the data exchange points between networks.  These points often become overloaded. Peering problems will appear as poor performance from a subset of agents.  Identifying peering problems can only be done using traceroute.  Traceroutes between your site and the worst-performing agents can show you if all the routes share a common peering connection.  Because most routing is asymmetrical you will need to run a traceroute not only from the agent to your site but also from your site to the agent.

There are two types of peering points: public and private.  Public peering points are notorious for being overcrowded, causing poor response time for anyone connecting through them.  The examples below show a traceroute through both a public and a private peering point.  If multiple locations show slow response time and a traceroute to each of these locations goes through the same peering point, then that peering point is a potential source of the problem.

1 209.64.239.241 (209.64.239.241) 

2 207.120.41.226 (207.120.41.226) 

3 209.64.228.1 (209.64.228.1) 

4 atlanta1-cr3.BBNPLANET.net (4.0.136.249) 

5 atlanta1-br1.BBNPLANET.net (4.0.35.1) 

6 vienna1-br2.BBNPLANET.net (4.0.1.86) 

7 vienna1-nbr1.BBNPLANET.net (4.0.3.150) 

8 maeeast.BBNPLANET.net (4.0.1.94)  
(MAE-East Peering Point between BBN and Global Center)
9 fddi3-0.cr1.dca.GLOBALCENTER.net (192.41.177.113) 

10 atm1-0.cr1.SJC.GLOBALCENTER.net (206.165.127.11) 

11 fe2-0.br4.SJC.GLOBALCENTER.net (206.251.0.49) 

12 * pos1-0.cr3.NUQ.GLOBALCENTER.net (206.251.0.37) 

13 hi.us.KEYNOTE.com (205.216.163.160) 

1  gate-keynote.keynote.isi.net [204.71.192.129] 

2  s1.ar3.NUQ.globalcenter.net [206.251.0.5] 

3  fe0-0.cr1.NUQ.globalcenter.net [205.216.146.77] 

4  pos6-0.cr2.SNV.globalcenter.net [206.251.0.30] 

5  fe1-0.br3.SNV.globalcenter.net [206.251.7.37] 

6  ar2-h81.sffca.ip.att.net [12.127.194.129] (Private Peering Point between BBN and Global Center)

7  br2-a350s1.sffca.ip.att.net [12.127.1.146] 

8  gr1-a3100s1.sffca.ip.att.net [192.205.31.57] 

9  192.205.31.54 

10  sanjose1-nbr1.bbnplanet.net [4.0.3.201] (Private Peering Point between BBN and Global Center)

11  sanjose1-br1.bbnplanet.net [4.0.3.194] 

12  su-bfr.bbnplanet.net [4.0.1.10] 

13  paloalto-br2.bbnplanet.net [4.0.2.198] 

14  atlanta1-br2.bbnplanet.net [4.0.3.141] 

15  atlanta1-cr3.bbnplanet.net [4.0.35.21] 

16  pgcleas.bbnplanet.net [4.0.136.250] 

17  209.64.228.2 

18  bcn-cyberagency.lauderdale.net [207.120.41.225] 

19  209.64.239.253

Example of a traceroute showing peering points

ISP Problem

The final problem, which is often the easiest to diagnose, is a problem at a local ISP where the Keynote agent is located.  These problems are obvious because only one metro area or agent measures poor response time while every other location measures normal response times.  For example, one of the Keynote agents in New York city is connected to the Internet by UUNET.  If this agent were the only one with poor response time, you would see a single bar on the metro graph with an abnormally high value.  This sort of problem affects the fewest number of people since it only affects people in New York city who are connected via UUNET or those connecting to the Internet via the same UUNET ISP that Keynote uses.   Identifying this problem can help your customer service representatives respond to customers who call in to complain about poor performance by explaining they are aware of the problem and finding out if the complaining cusomers are in the troubled area.

To do the best possible job you will need to measure several URLs as well as determine the normal performance for each of them.

A list of URLs you should measure includes:

· one URL for each server or server farm

· one URL measured by its IP address instead of its DNS name

· one URL of another web site on your backbone providers network and geographically close to yours

· one or two of your competitors’ web sites

· one URL of a test file that never changes size

File Downloads

There are two types of content you can measure: a full web page or a fixed-size test file.  A fixed-size file (benchmark page) is the most useful for diagnosing problems or evaluating the impact of network and server changes.  As your production web pages change from week to week or even from hour to hour, their download times will change.  Full page measurement times are important for understanding the user experience but will make it difficult to know the impact of network changes because you cannot compare data from one week to the next.  Measuring a fixed-size file that never changes size shows if additional servers or bandwidth will improve response time.  They also detect longer-term trends in performance that might otherwise be masked by the changing size of your production web content.

Normally you will want to track both a fixed test file and your production pages.  Performance data about production pages allow you to set goals for minimum response time to users and determine if you are achieving those goals.  Data about a test file allows you to track performance changes over time, determine the impact of network changes and diagnose network problems.

Improving E-Commerce Web-Site Performance with Keynote Perspective

Performance-improvement strategies include changes to your existing configuration as well as evaluating server or Internet link upgrades or mirroring your web site.

Comparing to Your Competitors

Customers value fast download times.  Competitive performance is a key ingredient in customer satisfaction.  There are two important elements to download performance: data rate and content length.  Data rate is the rate at which end users receive bytes from your server over the Internet.  If a graphic on your web page is 10,000 bytes and requires 2 seconds to download, then the data rate is 40K bits per second (bps).  The second element in performance is content length.  If two web sites each deliver content at 40K bps and one of them has to deliver twice as much content then it will take the users connecting to that server twice as long to download the page. A web site that delivers data at a fast rate will still appear slow to users if the pages are too big.  Managing the performance of your web site requires you to understand both elements.  

It is easy to compare the content length for your page with a competitor’s web page.  You can connect to any page on the Internet and inspect each element on the page to determine its size.  Determining data rates can be done with Keynote data.  Keynote agents can download a specified number of bytes from any file on a competitive server.  This allows you to download the same number of bytes from your own server and from a competitor’s server.  Comparing this data indicates which site provides customers with a faster data rate.  This information along with the identity of your competitors network provider can help you determine who delivers better performance and why.  Once you determine that your web site delivers data faster than your competitor, you can provide superior performance by keeping your web pages smaller.  Keynote’s full-page download measurements can confirm that you are providing faster overall performance.

Evaluating Your Network Provider’s Bandwidth and Peering Strategies

To check the performance contribution of your network provider, compare your performance with a similar web site in your area that is connected to a different network provider.  If you think you might get better performance from another provider,  select a web site hosted by that provider and measure a file on that web site.  Measure an equal-size file on your own server and compare the results after a week.  You can see an overall average by looking at the last line in the table view of a metro graph.  Because both measurements are being done on an equal size file, the only difference is the provider and the server hardware and software.  Choosing a site with a faster server will minimize the impact of the server on the overall measurement leaving a fair comparison between the two sites with the only difference being the network provider.  This will let you assess not only the network provider’s backbone but also how well it is connected to the Internet as a whole.

Checking International Access

Many companies receive complaints about the performance of their web site from overseas customers.  You can use measurements from Keynote’s international agents to check the performance of your website from both Europe and Asia.  If you find that performance from overseas is slower, you should consider installing a mirror site outside the U.S.  However, this does not guarantee that performance will improve.  To check if performance will improve before you invest in a mirror server, you can choose a webserver in Europe at a site where you are considering putting your mirror server and Keynote can measure its performance.  You can then use measurement from Keynote International agents to compare the performance of that candidate server to the performance of your U.S. server.  This will let you estimate the performance improvement you would see.

Evaluating Mirrored Servers

A common strategy for improving performance is to install mirror sites in different locations.  In addition to providing redundancy, this reduces the load on your original site.  Will servers in different parts of the U.S. or the world improve performance by keeping content closer to the end users?  Keynote data can be used to predict the performance improvement of a mirror strategy.  Once your mirror servers are in place Keynote data can be used insure that you are continuing to get better performance than a single-server strategy.

An example of evaluating mirrored servers involves a web server on the West coast of the U.S. and a web server on the East coast of the U.S.  Understanding the performance of this configuration requires measuring three URLs.  The first URL corresponds to the web server on the West coast, the second URL corresponds to the web server on the East coast, and the third URL corresponds to the company as a whole.  The first two URLs would use names that were not publicly known and represent actual computers.  The third URL represents both computers.  End users connecting to the third URL would connect to either the East or West coast server depending criteria you setup through DNS or other load balancing systems.  Ideally, your load-balancing system would automatically connect users to the web site that gives them the fastest response time.

www.keynotewest.com/testfile.txt
www.keynoteeast.com/testfile.txt
www.keynote.com/testfile.txt
After you have measured these three URLs for approximately a week, you can compare the numbers to see the level of improvement you are getting.   A successful mirror strategy will show the third URL as the fastest of the three.  If either the East or West coast server provides faster overall performance, then it is likely that you are better off remaining with a single-server strategy. 

Measuring and Improving Internet Access

In addition to improving the performance of your web site, a Keynote private agent can be used to check the performance of your Internet access.  The difference is that, in the first case, Keynote agents take an outside view of your web site.  In the second case, a Keynote agent resides inside your network looking out at the Internet.  That agent can measure a standard list of web sites and provide you with a metric that can be compared to any of Keynote’s public agents.  You will then see how well your Internet access performance compares to any of the 50 other Keynote agents accessing the Internet.  You will also see if your access performance improves or deteriorates over time.

Measuring and Improving Intranet Web Site Performance

Keynote can install private agents on your Intranet to measure the performance that your employees receive connecting to your intranet web sites.  In this configuration, Keynote will install and manage agents in your field offices anywhere in the world.  These agents will then measure only the web sites you designate.


